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Abstract

Cyberattacks have become a significant threat to critical infrastructure and digital
businesses. This research examines the importance of disclosing cyber risk management
information in supporting investor confidence and corporate reputation management amid
the growing threat. The study uses statistical data to highlight the prevalence of cyberattacks
in ASEAN countries, with Indonesia leading in the number of cases. The voluntary
disclosure of cyber risk management in corporate financial reports is studied in the context
of factors such as company size, profitability and leverage. The results show that companies
with larger size tend to make more extensive disclosures, while high profitability and low
leverage also contribute to greater voluntary disclosure practices. The implications of this
study highlight the need for the adoption of better disclosure practices as a strategy to
manage information risk and build trust in today's digitalized global marketplace.
Keywords: Cyber Risk Management Disclosures, Size, Profitability, Leverage.

INTRODUCTION

Cyberattacks can compromise power grids, telecommunications networks, modern
transportation infrastructure networks, and digital financial flows Greenberg, (2019).
Financial businesses that have evolved towards digital, will continue to be faced with various
cyber threats such as ransomware attacks, business email compromise (BEC), distributed
denial-of-service attacks, data breaches, and the spread of remote access malware exploiting
international transfer systems, and suspicious theft (Dupont et al., 2023).

According to Kaspersky's statistics also released by Interpol on the ASEAN cyberattack
threats in 2021, Indonesia ranks first with 1.3 million most frequent cyberattack cases;
Vietnam ranks second with 886,874 cases; Thailand ranks third with 192,652 cases; the
Philippines ranks fourth with 137,366 cases; and Malaysia, Indonesia's closest neighbor,
ranks fifth with 136,636 cases BSSN, (2022). According to A. T. Kearney, a global
consulting firm, ASEAN countries are expected to experience losses of 10 quadrillion due
to the many cyber-attack cases Natalia & Aprilia, (2023), Priatna Sari et al., (2023).

Due to the high rate of data breaches, according to Anderson et al., (2019), stakeholders and
shareholders must be protected, with voluntary information disclosure programs, such as
cyber risk management disclosures. Therefore, risk disclosure is very important in a business
context, especially in the stock market. According to Ibrahim et al., (2019), more transparent
reporting will increase shareholder investor confidence.
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According to Alsheikh & Alsheikh, (2020) and Al-Dubai & Abdelhalim, (2021), state that
shareholders and regulators demand companies to disclose reliable information and risk
information as investment decision-makers. According to Md Zaini et al., (2018) and Tsang
et al., (2019) voluntary disclosure in developing countries, including Indonesia, is still low.
Scholarly publications defining cyber risk management disclosures are still low and hard to
find (Strupczewski, 2021). Therefore, this research is very important as it relates to voluntary
disclosure of cyber risk management information.

LITERATURE REVIEW

Size of Cyber Risk Management Disclosure

Voluntary disclosures including cyber risk management disclosures in corporate financial
statements have become an important and popular research topic in the accounting literature.
A number of studies show that firm size, as measured by total assets as well as by market
capitalization, has a significant influence on the level of voluntary disclosure. Ali, Chenand
Radhakrishnan, (2007) found that companies with larger size tend to make more extensive
voluntary disclosures, which may be related to their efforts to manage reputation and
improve access to capital. Similar results were also found by Haniffa and Cooke, 2002),
which showed that large companies tend to make more disclosures in an effort to meet public
and investor expectations. However, there are also studies that indicate that the relationship
between firm size and voluntary disclosure may vary depending on the institutional context.
As research conducted by Abdullah and Ismail, (2016) suggest that in countries with diverse
ownership structures, the effect of firm size on voluntary disclosures including cyber risk
management disclosures may be influenced by complex institutional factors. Furthermore,
(Hossain & Reaz, 2007) found that in the context of emerging capital markets, firm size is
not always the main predictor of the level of voluntary disclosure, as factors such as stricter
supervision from regulators can also influence the disclosure practices of cyber risk
management information.

Profitability of Cyber Risk Management Disclosure

Corporate profitability is often considered as a factor influencing the level of voluntary
disclosure including cyber risk management disclosure in accounting literature. VVoluntary
disclosure is a strategy used by companies to increase transparency and build trust with
stakeholders. According to a study conducted by(Dhaliwal et al., 2011), companies with
higher levels of profitability tend to make more extensive voluntary disclosures including
cyber risk management information. They noted that companies with good financial
performance may feel more confident to disclose additional information as a way to
demonstrate their performance and financial health to investors and the public. Similar
findings were also presented by Soliman and Ben-Amar, (2022), who found that more
profitable firms have a tendency to be more transparent in disclosing information about their
managerial practices. However, research by Hossain and Reaz, (2007)suggests that the
relationship between profitability and voluntary disclosure can be complex depending on
the industry context and firm characteristics. They suggest that in certain sectors, firms may
be more inclined to withhold strategic information despite having high profitability, perhaps
to maintain a competitive advantage.

Leverage of Cyber Risk Management Disclosure

advantage Leverage, or the level of corporate debt, is an important factor in the accounting
literature related to voluntary disclosure practices including information on cyber risk
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management. Voluntary disclosure is often considered a corporate strategy to manage
market perceptions and reduce information asymmetry between management and investors.
The study by Chen et al, (2014) found that companies with high levels of leverage tend to
make more extensive voluntary disclosures including cyber risk management disclosures.
They indicated that companies may be more inclined to disclose additional information to
increase transparency and gain trust from stakeholders, particularly in an effort to reduce the
risk of negative perceptions associated with high debt levels. However, research by Barton
and Simko, (2002) suggests that the relationship between leverage and voluntary disclosure
can be complex and dependent on financial conditions and industry. They found that firms
may reduce their voluntary disclosures when their leverage increases, to avoid disclosing
information that could potentially affect the cost of capital or the firm's credit standing.
Similar findings were also presented by Conyon and Sadler, (2010), who found that firms
with higher leverage tend to make more limited voluntary disclosures, possibly for
competitive security reasons.

CONCLUSION

The research highlights the complexity of the challenges faced by enterprises in managing
their sensitive information. The study illustrates the importance of transparency in the face
of the growing threat of cyberattacks. The statistics presented show significant attack rates
in ASEAN countries, with Indonesia taking the top spot. With the emergence of threats such
as ransomware and the spread of malware, the need for cyber risk disclosure is becoming
increasingly urgent for companies, particularly in supporting investor confidence and
reputation management. In addition, factors such as firm size, profitability and leverage have
been shown to influence the level of voluntary disclosure, reflecting firms' efforts to manage
market perceptions and mitigate the information risks faced. Therefore, this study highlights
the importance of adopting better disclosure practices in the context of cyber risk
management, not only as a regulatory necessity, but also as an integral strategy to build
corporate trust and resilience in today's digital era.
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